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Abstract—In this paper, we present a routing protocol design AMI is to deploy a static, multi-hop wireless mesh net-
and implementation for the Advanced Metering Infrastructure \york that connects a very large number (hundreds or even
(AMI) in Smart Grid. The proposed protocol implementation thousands) of electric meters to a gateway, which in turn
is based on the framework of the IPv6 Routing Protocol for . . L !

Low Power and Lossy Networks (RPL), which is proposed by IS connected (pQSS|ny by wireline) to a cpntrol center that

IETF and currently still in its design phase. RPL is based on coordinates all kinds of management mentioned above. Most
the idea of maintaining a directed acyclic graph (DAG) structure importantly, such wireless-mesh based AMI network should

for the network. We provide a practical implementation of RPL  provide proper routing functions ensuring highly reliable and

with a number of proper modifications so as to fit into the low-latency delivery for the following two types of traffic: 1)

AMI structure and meet stringent requirements enforced by the . . ; L . .
AMIL. In particular, we propose a novel DAG rank computation inward unicast trafficconsisting of meter-reading data flowing

method and a reverse path recording mechanism, which enables from each meter to the gateway, and @tward unicast
real-time automated meter reading and real-time remote utility traffic, consisting of utility management data flowing from the
management in the AMI. Our proposed routing protocol design gateway to each meter.
for AMI networks is validated through extensive simulations. Please be aware that, although meter nodes in an AMI
network are immobile, the quality of wireless links between
an arbitrary pair of meters is in general unstable and varies
Smart grid is a fast-developing technology that aims afith time due to fading effects and signal interference. There-
delivering electricity from electric suppliers to homes usinfpre, in order to satisfy the high-reliability and low-latency
digital technology to interact with home appliances in order t@quirements of AMI, the routing protocol for AMI networks
save energy, reduce cost and increase reliability. The concefist have the ability to cope with frequent link state changes
of smart grid involves bridging information and communiby providing fast and effective routing path re-computation
cations technologies with energy technology to permit tw@nethods, and at the same time must only produce moderate
way power flow, to achieve seamless operation for electrgnount of protocol overhead.
generation, delivery, and end-use benefit, and to enable a wid¢n this paper, we present a practical implementation (with
adoption of renewable energy and electric vehicles. some modifications) of the IPv6 Routing Protocol for Low
Although smart grid technology is still in its early stagePower and Lossy Networks (RPL) [3] that aims at providing
its current deployment has already provided some benefitsliable and low-latency routing support for large-scale AMI
For example, many electric suppliers now use the Automatadtworks in smart grid. RPL is a routing protocol that is
Meter Reading (AMR) system [1] to collect data from electricurrently under development by the Internet Engineering Task
meters. Using wireless or powerline communications technoleerce (IETF) for low power and lossy networks (LLN) [4],
gies, AMR system can provide one-way communications frowhich intends to support a variety of low-cost network appli-
meters to a data-reading device (via a gateway). Therefos@tions, including industrial monitoring, building automation,
compared to the conventional power grid, the use of AMBonnected homes, health care, environmental monitoring, ur-
saves utility providers the expense of periodic trips to eadfan sensor networks (e.g. smart grid), asset tracking, etc. In
physical location to read a meter. general, RPL proposes to use directed acyclic graphs (DAG) as
Future development of smart grid is expected to go ora abstraction of network topology, and each node maintains
step further and provide more features than AMR. A vitats position in a DAG structure by using a rank property to
component of a future smart grid system is called the Adietermine its relations with other nodes in the DAG.
vanced Metering Infrastructure (AMI) [2], which is expected Although the framework for RPL has been established
to provide two-way communications that allow utilities to noin [3], the details of RPL are still under development at
only keep track of consumers’ electricity usage, but also kedgis moment with many important issues left unresolved.
consumers informed of latest electricity prices and perfor8pecifically, as for the smart grid application, it remains to
remote utility management, all on a real-time basis. be seen how RPL should be implemented and/or modified to
One possible solution to enabling these functionalities wrder to meet stringent requirements enforced by the AMI.

I. INTRODUCTION



The objective of this paper is to fill in this gap. sender (the previous node traveled by the DIO) to its parent
The major contributions of this paper are as follows: list, compute its own rank (associated with the parent node)
1) We present a detailed implementation of RPL that intaccording to the OCP, and pass on the DIO message with the

grates with CSMA-based MAC layer protocols, and providagpdated rank information. For a node having already joined

reliable and low-latency transport for both inward and aarlv the DAG, upon receiving another DIO message it may have
unicast traffic in large-scale AMI networks. the option to 1) discard the DIO based on several criteria
2) We adopt the Expected Transmission Time (ETX) as tliecommended by RPL, or 2) process the DIO to maintain a
link metric and propose a low-cost ETX measurement schempesition in an existing DAG, or 3) improve its position (by
based on a MAC layer feedback mechanism. obtaining a lower rank) according to the OCP and current
3) We propose a novel, ETX-based rank computatigrath cost. After the DAG is constructed, each client nodé wil
method that is further used by the DAG construction and maihe able to forward any inward traffic (destined to the gatgway
tenance mechanisms that provide high end-to-end relabilby choosing its most preferred parent as the next-hop node.
for the inward unicast traffic in AMI networks. In order to support the outward traffic from the gateway
4) We propose a reverse path recording mechanism to estib-a client node, the client node should issue a control
lish the routes for the outward unicast traffic. This meckani message called Destination Advertisement Object (DAOg Th
is purely based on the processing of inward unicast datiictrafinformation conveyed in the DAO message includes 1) the
and hence will not produce extra protocol overhead. rank information used by nodes to determine how far away
5) We provide performance evaluations for the proposéide destination (the client node that issues the DAO mej$sage
implementation of RPL through extensive simulations. The, and 2) reverse route information to record the nodeedsit
simulation results show that, in AMI networks, and in tha@long the outward path. After passing this DAO message all
presence of shadow fading, the proposed RPL-based routihg way from the client node to the gateway according to the
protocol outperforms some existing routing protocols likenward path indicated by the DAG, and all the intermediate

AODV [6], and produces satisfactory performances in ternmodes record the reverse path information from the DAO

of packet delivery ratio and end-to-end delay. message, a complete outward path is established from the
The rest of this paper is organized as follows. Section ¢lateway to the client node.

provides a brief introduction of the RPL framework drafted Please note that RPL does not specify any particular OCP or

by the IETF. In Section Ill we propose a detailed implemeneuting metric for DAG rank computation. Nor did it mention

tation of RPL tailored for AMI networks. Section IV presentsiny optimizations or modifications of RPL for some particula
simulation results for our proposed implementation of RPlapplications like the smart grid. Therefore the curreniniea

In section V we conclude the paper. work of RPL leaves plenty of spaces for future exploration.

II. THE RPL FRAMEWORK I1l. RPL IMPLEMENTATION FORAMI N ETWORKS

RPL is a routing protocol for low power and lossy Networks In this section we introduce a detailed RPL implemen-
(LLN) that is currently under design by an IETF workingation with some modifications that are specifically taitbre
group. The key idea of RPL is to maintain network statfor AMI networks. We consider a static multi-hop wireless
information using one or more directed acyclic graphs (DAGAMI network that consists ofi meter node and one gateway

A DAG is a directed graph wherein all edges are orientatbde. The routing protocol maintains one DAG structure
in such a way that no cycles exist. For each DAG created rinoted at the gateway node. First we introduce the network
RPL, there is a root. The DAG root typically is the gatewainformation defined by this implementation that must beexor
node in AMI networks or the sink node in sensor networkand maintained by each node. Then we define the data traffic
All edges in the DAG are contained in paths oriented towafdrwarding rules that must be followed by each node. After
and terminating at one root node. Each node in the DAG tisat we present a novel DAG rank computation method based
associated with a rank value. The rank of nodes along aoy the use of Expected Transmission Time (ETX) as the link
path to the DAG root should be monotonically decreasing metric. Further we provide a detailed characterizationtlfier
order to avoid any routing loop. DAG construction and maintenance procedure incorporated

In order to construct a DAG, the gateway node will issugith the proposed DAG rank computation method. Then we
a control message called DAG Information Object (DIO). Aresent a ETX measurement scheme based on a MAC layer
DIO message conveys information about the DAG, includineedback mechanism, and the protocol operations required
1) a DAGID used to identify the DAG as sourced from théor DAG structure adaptation to ETX changes. After that we
DAG root; 2) rank information used by nodes to determingropose a reverse path recording mechanism based on inward
their positions in the DAG relative to each other; 3) Objeeti traffic processing, which enables routing support for outiva
Function identified by an Objective Code Point (OCP) thainicast traffic that flows from the gateway to each meter.
specifies the metrics used within the DAG and the method for )
computing DAG rank. A. Network Information

Any other node (called client node) that receives a DIO We use nodd to represent the gateway node in the AMI
message and is willing to join the DAG should add the DI@etwork, and number the meters by nodé through nodex.
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Each node in the network is uniquely identified by a node ID, Let R(i) denote the rank of nodé ¢ = 1,2,...,n. Let
e.g., an Internet Protocol (IP) address of the node. p(i) denote the default parent of nodelet X (i, j) denote
The network information stored at each meter node= the expected transmission time (ETX) of lifk j). Then the
1,2...,n) includes 1) rank of nodé 2) a parent list, 3) node rank of nodei is determined by
ID of a default parent, and 4) a destination list. N . .
Each entry of the parent list includes 1) the ID of the parent R() = R(p() - X (i, p(@)) + 1.0 @)
node, 2) rank of the parent node, and 3) the ETX of the link The initial value of ETX of any link is set to be.0. Once a

from nodei to this parent node. link starts to carry data traffic, its ETX value will be meaestir
Each entry of the destination list includes 1) the ID of a_nd updated continu_ously. Thgrefore the ETX value of ee_lch
destination node, and 2) the ID of a next-hop node. link may keep changing over time. The method of measuring

The default parent of nodeis in the parent list of the node @ link's ETX and adapting the DAG structure according to
and has a lowest rank among all the nodes in the parent liETX changes will be introduced later in Secion IlI-E.

The network information stored at the gateway ndile Please note that, the proposed rank computation method
includes 1) rank of the gateway node (which is set to a cohst#fposes strong penalty on using links with high ETX. For

valuen), and 2) a destination list. example, suppose the ETX of a link from nod its default
parentp(i) is increased byA. Then, if nodei still keepsp(i)
B. Data Traffic Forwarding Rules as its default parent after the ETX change, then nisleank

; - _R(i) will be increased by:A.
1) Inward Unicast Forwarding:A meter node that gener Therefore with this DAG rank computation method, the

ates or receives an inward data packet destined to the gatewa . . o . .
uting protocol will be inclined to use links with very low

should forward this packet to its default parent. The paclﬁ.{x dh » d end d reliabili
should be dropped if the node does not have a default parent: and hence provide good end-to-end reliability.

2) Outward Unicast ForwardingA node that generates orD. DAG Construction and Maintenance
receives an outward data packet destined to a meter nodghe DAG construction and maintenance procedure can be
should search for the entry of the destination node in ”Eﬁ’iefly summarized as follows.
Fjegtination list, and forward the packet to the next-hop@od The gateway triggers the DAG construction procedure by
indicated by that entry. The packet should be dropped if ”E)‘Poadcasting a DAG Information Object (DIO) message using
entry cannot be found. the User Data Protocol (UDP). The DIO includes information
. such as DAGID (gateway’s node ID) and the rank valug (
C. DAG Rank Computation For any meter node (say node = 1,2, ..., n) that receives

It is already stated that the rank value of the gateway rflode DIO message but have not yet joined n68eDAG (i.e. with
(root of the DAG) is the constant. The rank value of meter an empty parent list), the node should add the DIO sender to
nodes in the DAG will be determined as follows. its parent list by recording the node ID and the rank in a



purpose of improving nodg¢'s rank.
If node j is not the default parent of nodeand [T] <
[C], then nodei will perform default parent re-selection, re-
Ve"" compute the rank value according to Equation (1), and fadtwar
the DIO using its current rank value.
If node j is the default parent of nodeand[7T] > [C], then
node: re-selects the default parent and re-computes the rank
ompute a e according to Equation (1). If the value ¢f] has increased
affected route after the default parent re-selection, nadwill forward the

S DIO using its current rank. IfC] is not increased, then node
qurrent rank? o will compute the ratidl'/C and compare withR and check
using current ran|

to see if it needs to forward the DIO or not.

If node j is the default parent of nodeand if [T] < [C],
quite similarly to what mentioned above, nodwill compute
the ratioT/C and compare withRr and check to see if it
needs to forward the DIO or not.
o eno N In this way, node:i will always keep a position in the
U DAG by maintaining a parent list and adapting its rank value
according to DIO messages from other nodes. Nodeill
also notify other nodes with its own rank via DIO messages
when needed and hence nodes will maintain a consistent and

in th i d kes th d d (ﬁfﬁcient DAG structure that provides routing support foy an
new entry in the parent list, and makes the sender node [aG 4 ynicast traffic generated from meters to the gateway.
default parent node. Nodehen determines its rank according

Equation (1) and forwards the DIO message with the rafk ETX Measurement and ETX-Change triggered Operations

information updated With its rank. - The ETX measurement of a linf, j) is based on a number
For any meter nodé already in the DAG, upon receiving s of successful network-layer transmissions:efdata packets

a DIO message from a nogethe node should either discardiransmitted from nodé to node; in the pastr seconds using
the DIO, or modify and forward the DIO according to the

following rules illustrated in fig. 1 and explained as follew X(i,j) =m/s (2)

~ Node: first checks if the DIO sendef is in the parent  Tne information of successful/failed network-layer trans
list. If node j is not in the nodei’s parent list, then nodé missions can be obtained via a MAC layer feedback mecha-
computes a temporary rafkaccording to Equation (1) using nism. For example, in IEEE 802.11, after successfully recei
the sendey’s rank, and then compares the temporary rank {fg a unicast packet at the MAC layer, the receiver will reply
the current rankC' of the node. with an ACK packet to the sender and hence the sender will

If [T'] < [C], wherein[z] denote the nearest integer valugnow the transmission was successful. If the receiver does n
to z, then node adds a new entry to the parent list, in whicheceive the ACK and the transmission reaches the maximum
the parent node is nodg and the rank value is nodgs retry limit specified by the IEEE 802.11 MAC layer protocol,
rank indicated by the DIO. IfI'] = [C], then nodei discards g MAC layer failure will be reported to the network layer.
the DIO message in order to avoid creating any routing loop. Therefore this ETX measurement method will allow each
Otherwise, node re-selects its default parent, re-determinageter node to monitor the ETX of links to any of its parent
the rank according to Equation (1), and forwards the DIO iyodes. If node detects a ETX change in any link to one of its
broadcasting using its current rank value. parents, nodéwill perform a number of operations illustrated

If [T'] > [C], nodei checks if the ratidl’/C has exceeded ain Fig. 2 and explained as follows.
predefined threshold valuer. If 7/C > Rr, nodei forwards ~ Assume node detects a ETX change in a link to one of
the DIO using its current rank for the purpose of improvings parents, nodg. If node j is nodei’s default parent and
the rank of nodej; otherwise nodé discards the DIO. the ETX has decreased, then nadee-computes its rank’

If node j is in the parent list of node, then nodei according to (1). If the value ofC] has changed after the
updates nodg’s entry using the information provided by there-computation, nodéissues a DIO using the updated rank.
DIO. Then node computes a temporary rarik according to  If node j is the default parent of nodeand the ETX has
Equation (1) using nodgs rank, and compares the temporaryncreased, then node re-selects the default parent and re-
rank 7" with nodei’s current rankC. calculates the rank’ according to Equation (1). If the value

If node j is not the default parent of nodeand[T'] > [C], of [C] has changed after the re-calculation, then nodsues
then nodei computes the rati@/C and compares wittR;. a DIO message using the updated rank.

Depending on the output of the comparison nodell decide If node j is not the default parent of nodeand the ETX
either to discard the DIO, or modify and forward it for thehas decreased, then nodeomputes a temporary rafikusing

current rank|
changed?

Fig. 2. the operations performed by a meter node due to ETXgeha
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the rank of nodegj. If T' < C, then node selects nodg as
the default parent and update the rafikIf the value of[C]
has changed after the re-selection, then nodsues a DIO
message using the updated rank.

Therefore, those DIO messages issued by nodes due to
ETX change will propagate over the network and trigger
the aforementioned DAG maintenance procedure, allowing

received
an inward
data packet

is the packet’s
source in the
destination list2

automated DAG structure adaption to the ETX. é'ffijﬁ the ———
destination list| the destination list

forward the

F. Reverse Path Recording Mechanism packet to the [¢

default parent

The reverse path recording mechanism enables outward
unicast routing support by letting each node in the AMI
network record the source and the last-hop node of the inward
data packets traveling through that node. This mechanism is
illustrated by Fig. 3 and explained as follows.

Assume a nodeé (i = 1,2, ...,n) receives an inward unicast
packet sourced from another nogeThen nodei checks if

Fig. 3. the illustration of reverse path recording mechanis

. - e ) ] we evaluated the performance of RPL under the network
there is an entry for nOd_ﬁ in the dest!natlon list (,)f npde cenario described above and make comparisons with the
If not, then a newqentry is created, with the dest|nat|_on no‘geerformance of the Ad hoc On-Demand Distance Vector
ID belr]g the nodg’s ID, and the next-hop node ID_bemg the(AODV) routing Protocol [6]. Fig. 4(a) shows the plot of
packets last-hop node ID. If the_ entry for nogieexists, the the inward data packet delivery ratio for each meter against
entry S_hOUId be updated_accordlngly. ) the distance from the node to the gateway. It is indicated in
_ Inthis way, each node is able to record all of its descendagi, figure that the overall inward packet delivery ratio (8f a
in its qlestmaﬂon list, ywth the next-hop node ID indicatithe meters) is around9.9% for RPL and only37.3% for AODV.
direction toward.s which the Qescendant node can be regchg&, RPL, The per-node packet delivery ratio is not sensitive
therefore enabling the routing support for outward unicagf e distance. However, for AODV there is a clear trend
traffic from the gateway to each meter node. that the per-node packet delivery ratio decreases lineeitly

As compared to the IETF's RPL framework, our proposegspect to the distance. Fig. 4(b) shows the plot of the geera
reverse path recording mechanism establishes outware® paifij.to-end delay of inward traffic against nodes’ distamce t
only by processing the inward data traffic and hence Wilhe gateway. This figure indicates that the average enddo-e
not introduce any additional protocol overhead like the DA@eIay (averaged over all nodes) is arourséms for RPL and
messages used in [3]. The philosophy of this design lies 879ms for AODV. For RPL the per-node end-to-end delay is
the fact that AMI networks performs frequent, periodicatene 5154 not very sensitive to the distance, however, for AODY th
reading operations which periodically generate inwardast or_node delay increases with respect to the distancehéfurt
data traffic with sufficient amount. Fig. 4(c) and Fig. 5(b) plot 85% confidence interval for the
end-to-end delay of inward data traffic for a subset of nodes
in the network, which suggest that a much larger delay jitter

We validate our routing protocol design for AMI networkds incurred by AODV than that by RPL.
by simulations using ns-2 [5]. A number af= 1000 meter The reason for the fact that AODV fails to provide satis-
nodes are randomly distributed irB80m x 300m square, with factory performance in a large scale AIM network is that, in
the gateway node placed at the center. The wireless char®@DV each node has to initiate a route request (RREQ) to
between any two nodes are under the effect of shadow fadigfablish a path to the gateway. Due to frequent link bremkag
with path loss exponert and shadowing deviation (in dB). (resulted from the shadow fading), a large amount of RREQ
The transmit power of nodes is set to the minimum valyeackets will be generated and propagated over the network.
that ensures successful transmissions between any twe ndder nodes that are far away from the gateway, their paths (to
within a distance = 17m if there is no interference or shadowthe gateway) are more likely to fail than the nodes close to
fading effects (i.ec = 0). The inward traffic (due to meter- the gateway, and the delay for a far-away node to establish a
data reading) is simulated by letting each meter node genergath in AODV is much higher than those near the gateway.
a constant-bit-rate (CBR) session destined to the gategsiagu We also evaluated the performance of RPL for AMI net-
UDP at the rate\; = 1 pkt/min, with packet sizé; = 200 works under different levels of the shadowing effect andltes
bytes. The outward traffic (due to remote utility managemerdre shown in Fig. 5. Here Fig. 5(a) shows the plot of the per-
is simulated by letting the gateway node produce a Poissoode packet delivery ratio for the inward data traffic agains
traffic destined to each meter using UDP at the rate= 0.1 the distance from nodes to the gateway, when the shadowing
pkt/min, with packet sizé, = 150 bytes. The total simulation deviation is1dB and2dB, respectively. It is indicated in the
time is 6000 seconds. figure that, for1dB fading, the overall delivery ratio i9.9%

IV. SIMULATION RESULTS
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and the worst-case per-node delivery ratiodigho; for 2dB measurement scheme. We proposed a novel, ETX-based rank
fading, the overall delivery ratio i97.9% and the worst- computation method serving as the foundation of the DAG
case per-node delivery ratio 88%. Fig. 5(b) plots a95% construction and maintenance mechanisms, which provide
confidence interval for the end-to-end delay of inward datagh end-to-end reliability for the inward unicast traffio i
traffic for a subset of nodes in the network. This figure tellaMI networks. Further, We proposed a reverse path recording
that, for 1dB fading, the overall average end-to-end delay imechanism that establishes the paths for the outward wnicas
161ms, with a95%-Cl worst-case end-to-end delay arounttaffic in AMI neworks. This mechanism is purely based on
350ms; for 1dB fading, the overall average end-to-end deldyandling the inward unicast data traffic, and hence will not
is 208ms, with a95%-Cl worst-case end-to-end delay aroungiroduce extra protocol overhead. We provided performance
550ms. Fig. 5(c) shows the plot of the per-node packet deliveeyaluations for the proposed RPL implementation via exten-
ratio for the outward data traffic against the distance frosive simulations. The simulation results shows that, in the
nodes to the gateway. this figure indicates that, foB presence of shadow fading, the proposed RPL-based routing
fading, the overall delivery ratio i89.98% and the worst-case protocol produces satisfactory performances in terms cigia
per-node delivery ratio i90%; for 2dB fading, the overall delivery ratio and end-to-end delay.

delivery ratio is99.2% and the worst-case per-node delivery
ratio is 85%. In all, under the described network scenario,

RPL produces a satisfactory performance for both inward ald R. Fischer, N. Schulz, and G. H. Anderson, Informationridgement For
an Automated Meter Reading System, Proceedings of the 62metiéan
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